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Introduction - Johann Rehberger

Enjoy breaking things and help fixing them.

• Established and managed multiple offensive security 
teams throughout career

• Always learning and love teaching

Twitter: @wunderwuzzi23
Blog: https://embracethered.com

https://embracethered.com/


Agenda

• Modern Workplace

• How can the red team help?

• Zero Trust, Assume Breach and Homefield Advantage

• MITRE ATT&CK and ATT&CK for Mobile

• Survivorship bias and closing thoughts



Modern workplace

Work from anywhere, any time on any device

Without losing control over your data

Security is about helping to enabling these scenarios for the business
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Closed shop security and Full Trust

Location == Security
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Perimeter-less security and Zero Trust

Location by itself doesn’t grant access

“Within a typical organisation today, 60% of the endpoints containing 
or accessing enterprise data are mobile.”  -- Zimperium, Inc.
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Remote Work and Mobile Devices

The adversary will come 
to your house!

WUNDERWUZZI, LLC
February 2021



How can a red team help?

Research

Predict

Emulate

Improve
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Phase 1: Research



Who might attack and why?

“Script Kiddies”

Nation-states

Espionage

Hacktivists

Criminals

Intelligence-gathering

Opportunistic hacking

Research and learning

Financial gain

Self-fulfillment

Demonstration of power

Political gain
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Phase 2: Predict



Planning a red team operation

Homefield Advantage

Threat Informed Offense

Asset Inventory

Asset and Data Classification

Building risk models
(e.g. Monte Carlo Simulations)

Legal Implications and creation of safeguards 
(esp. on telework environments)

Decide on mode of operation:
Emulation, Simulation, Tabletop-exercise
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What is MITRE

ATT&CK
• Knowledgebase and Framework for adversarial behavior
• Tactics and Techniques and Common Knowledge

Matrices
• ATT&CK for Enterprise, Mobile, Industrial Control Systems

Others
• ATT&CK for AI, Kubernetes,…

ATT&CK focuses on public threat intelligence.

MITRE is a not for profit, federally founded research and development centers to make the cyber 
world more secure.



ATT&CK for Enterprise



ATT&CK for Mobile



Android Malware EventBot

• First identified by Cybereason in 2020

• Targets over 200 financial institutions

• Leverages Accessibility Features 

• Collects personal data, passwords, keystrokes, banking information

• Can read SMS codes to bypass MFA

NOCTURNUS Threat Alert – EventBot Mobile Trojan

https://www.cybereason.com/blog/eventbot-a-new-mobile-banking-trojan-is-born
https://www.cybereason.com/hubfs/Threat%20Alert%20EventBot.pdf

https://www.cybereason.com/hubfs/Threat%20Alert%20EventBot.pdf


Phase 3: Emulate



Execute operation

• Test Automation vs Purple Teaming vs Red Teaming

• Automation and Tooling (e.g. Caldera, Atomic from Red Canary,..)

• Threat Hunting

• Leveraging Homefield Advantage



Communication fence limits progress
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Leveraging Homefield Advantage

Attack

• Tactics

• Techniques

• Procedures

Defend

• Protect

• Detect

• Respond
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Phase 4: Improve



Implement Mitigations

• Implement mitigations and improve security posture

• Refine attack graphs and risk models

• The Blue Team is not only the security organization
 Include engineers and others who build/use the systems

 “Management by walking around”

• Education and sharing outcomes of operations with the organization
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Mallory performs lateral movement reaching  a 
highly privileged engineer (e.g. DevOps or SRE)

2
Mallory  performs SSH attack a beachhead 
(e.g. SSH brute force over public Wifi)

1

Mallory accesses the engineer’s 
browser to steal  cookies

3

4

Mallory launches a Pass The Cookie attack to gaining 
access to the “virtual datacenter” of the organization5

Mallory

Web Browser

Sales Employee on 
untrusted WiFi

DevOps



MITRE ATT&CK Navigator ATT&CK Bingo!



Zero Trust Assume Breach Homefield Advantage



Survivorship Bias



Red Teaming, ATT&CK TTPs and threat intel feeds

• ATT&CK focuses on known tactics, techniques and procedures 
It is based on only on open-source intel – by design.

• Insider Threats are not explicitly captured – compensate for that in operations

• ATT&CK is great. 
Use it to your advantage to identify weak spots, communicate progress and so forth.

• MITRE’s CAPEC  (Common Attack Pattern Enumeration) that can be very useful for 
documenting and planning operations also





Call to action

• Perform an Assume Breach exercise from mobile devices and telework devices

• Review the Mobile ATT&CK matrix for more insights

• Do an exercise for the Blue Team infrastructure 

=> one central system to rule all hosts via endpoint agents

• Lock down machines
Review remote management exposure
Check your laptop right now, does it have SMB, WinRM, RDP or SSH exposed?
How many administrator accounts are on your machine right now?

• Remember that the company's adversary will now come to your house.



Johann Rehberger

johann@wunderwuzzi.net

Twitter: @wunderwuzzi23

embracethered.com

謝謝你!
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