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Introduction -Johann Rehberger

Enjoy breaking things and help fixing them.

Cybersecurity Attacks -
Red Team Strategies

e Established and managed multiple offensive security
teams throughout career
* Always learning and love teaching

Twitter: @wunderwuzzi23
Blog:


https://embracethered.com/

Agenda

* Modern Workplace
* How can the red team help?
e Zero Trust, Assume Breach and Homefield Advantage

* MITRE ATT&CK and ATT&CK for Mobile
 Survivorship bias and closing thoughts



Modern workplace

Work from anywhere, any time on any device
Without losing control over your data

Security is about helping to enabling these scenarios for the business
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Closed shop security and Full Trust
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Location == Security
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Perimeter-less security and Zero Trust
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Public Service Announcement

FEDERAL BUREAU OF INVESTIGATION

October 06, 2020

Alert Number
I-100620-PSA

Questions regarding this
PSA should be directed to
your local FBI Field Office.

Local Field Office Locations:
www.fbi.gov/contact-us/field-
offices

A COVID 19-Driven Increase in Telework from
Hotels Could Pose a Cyber Security Risk for
Guests

The Federal Bureau of Investigation is issuing this announcement to
encourage Americans to exercise caution when using hotel wireless networks
(Wi-Fi) for telework. FBI has observed a trend where individuals who were
previously teleworking from home are beginning to telework from hotels. US
hotels, predominantly in major cities, have begun to advertise daytime room
reservations for guests seeking a quiet, distraction-free work environment.
While this option may be appealing, accessing sensitive information from
hotel Wi-Fi poses an increased security risk over home Wi-Fi networks.
Malicious actors can exploit inconsistent or lax hotel Wi-Fi security and
guests’ security complacency to compromise the work and personal data of
hotel guests. Following good cyber security practices can minimize some of
the risks associated with using hotel Wi-Fi for telework.

DANGERS OF USING HOTEL WI-FI




Remote Work and Mobile Devices

The adversary will come
to your house!
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How can a red team help?
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Who might attack and why?

Hacktivists : : :
Financial gain

Research and learning
Espionage .

Intelligence-gathering

Criminals
Demonstration of power

“Script Kiddies” Political gain

Self-fulfillment

Nation-states o _
Opportunistic hacking
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Planning a red team operation

Threat Informed Offense — :
Legal Implications and creation of safeguards

(esp. on telework environments)

Asset Inventory

Homefield Advantage Decide on mode of operation:
Asset and Data Classification Emulation, Simulation, Tabletop-exercise

Building risk models
(e.g. Monte Carlo Simulations)
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What is MITRE AT T&CIKC

ATT&CK focuses on public threat intelligence.



ATT&CK for Enterprise

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Command and  Exfiltration Impact
Development Escalation Access Movement Contro
10 technigues 6 techniques 9 technigues 10 technigues 18 techniques 12 techniques 37 techniques 14 techniques 25 techniques 9 techniques 17 techniques 16 techniques 9 techniques 13 techniques




ATT&CK for Mobile

Initial Access Execution  Persistence Privilege Defense Credential Discovery Lateral Collection Command and Exfiltration Impact
Escalation Evasion Access Movement Control

9 techniques 2 technigues 9 techniques 3 techniques 18 technigues 10 techniques 9 technigues 2 technigues 17 techniques 8 techniques 4 techniques 10 techniques
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Execute operation

e Test Automation vs Purple Teaming vs Red Teaming
* Automation and Tooling (e.g. Caldera, Atomic from Red Canary,..)

* Threat Hunting
* Leveraging Homefield Advantage



Communication fence limits progress
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Leveraging Homefield Advantage
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Implement Mitigations

* Implement mitigations and improve security posture
 Refine attack graphs and risk models

* The Blue Team is not only the security organization
» [nclude engineers and others who build/use the systems
= “Management by walking around”

* Education and sharing outcomes of operations with the organization



1 Mallory performs SSH attack a beachhead Mallory performs lateral movement reaching a
(e.g. SSH brute force over public Wifi) highly privileged engineer (e.g. DevOps or SRE)

e
Sales Employee on
untrusted WiFi

Mallory accesses the engineer’s
browser to steal cookies

«

ies
4  Mallory exfiltrates cookie R ol \Web Browser
— —

Mallory Pass the Cookie

Mallory launches a Pass The Cookie attack to gaining
access to the “virtual datacenter” of the organization
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Zero Trust Assume Breach Homefield Advantage



Survivorship Bias




Red Teaming, ATT&CK TTPs and threat intel feeds

* ATT&CK focuses on known tactics, techniques and procedures
It is based on only on open-source intel — by design.

* Insider Threats are not explicitly captured — compensate for that in operations

* ATT&CK is great.
Use it to your advantage to identify weak spots, communicate progress and so forth.

« MITRE’s CAPEC (Common Attack Pattern Enumeration) that can be very useful for
documenting and planning operations also



Operation Homefield Advantage
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Call to action

 Perform an Assume Breach exercise from mobile devices and telework devices
* Review the Mobile ATT&CK matrix for more insights

Do an exercise for the Blue Team infrastructure
=> one central system to rule all hosts via endpoint agents

Lock down machines
v'Review remote management exposure
v'Check your laptop right now, does it have SMB, WinRM, RDP or SSH exposed?
v'"How many administrator accounts are on your machine right now?

Remember that the company's adversary will now come to your house.
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